The commodification of digital identities is an emerging reality in the data-driven economy.
sidered a business asset and protected through trade secrets. At the same time, individuals do not seem to be fully aware of the monetary value of their personal data and tend to underestimate their economic power within the data-driven economy and to passively succumb to the propertization of their digital identity. An effort that can increase awareness of consumers/users on their own personal information could be making them aware of the monetary value of their personal data. In other words, if individuals are shown the "price" of their personal data, they can acquire higher awareness about their power in the digital market and thus be effectively empowered for the protection of their information privacy. This paper analyzes whether consumers/users should have a right to know the value of their personal data. After analyzing how EU legislation is already developing in the direction of propertization and monetization of personal data, different models for quantifying the value of personal data are investigated. These models are discussed, not to determine the actual prices of personal data, but to show that the monetary value of personal data can be quantified, a conditio-sine-qua-non for the right to know the value of your personal data. Next, active choice models, in which users are offered the option to pay for online services, either with their personal data or with money, are discussed. It is concluded, however, that these models are incompatible with EU data protection law. Finally, practical, moral and cognitive problems of pricing privacy are discussed as an introduction to further research. We conclude that such research is needed to see to which extent these problems can be solved or mitigated. Only then, it can be determined whether the benefits of introducing a right to know the value of your personal data outweigh the problems and hurdles related to it. 
Introduction: from passive defence to active empowerment
The commodification of digital identities is an emerging reality in the data-driven economy. 1 Personal data of individuals represent monetary value in the data-driven economy and are often considered as a counter performance for "free" digital services or for discounts for online products and services. 2 A recent proposal for an EU directive on the supply of digital content has acknowledged that personal data in the modern digital economy can be used, instead of money, to pay for digital content. 3 At the same time, customer data and profiling algorithms are already considered a business asset and protected through trade secrets. 4 However, problematic in this context is that individuals are not often aware of the monetary value of their personal data and tend to underestimate their economic power within the data market and to passively succumb to commodification of their digital identity.
5
Awareness of individuals is a core element in the big data era and the data-driven economy: it is the optimal balancing between fostering innovation (through the free flow of data) and protecting individuals' human rights. Privacy and personal data protection has often been declined as a passive defence of individuals from collection, use and reuse of their data 6 .
However, in the big data era, this seems to be both unrealistic and ineffective, because the limiting access and use of data is difficult to enforce and limits the opportunities that big data has to offer. 7 Instead, a more realistic and effective approach towards effective protection of data subjects' interests would be an active empowerment of individuals in their personal data management. An effort that can increase the awareness of and the control over their own personal information could be making consumers/users aware of the monetary value of their personal data. 8 In other words, if individuals are shown the "price" of their personal data, they can acquire higher awareness about their power in the digital market and thus be effectively empowered for the protection of their information privacy. 9 This is possible by several means. From a theoretical perspective, several solutions have been proposed to make individuals the active players in the data economy, e.g. by forms of "quasi-property" of individuals on their own data. 10 From a more practical perspective, empowering individuals would mean enhancing controllership and awareness of data subjects in the data market. De lege lata, this is possible on the one hand through a full exercise of control rights (such as the right to data access, the right to rectification, the right to data portability, the right to be forgotten and the right to block the processing) and on the other hand through the right to receive appropriate information about data processing. While controllership might be enhanced through quasi-propertization theories, 11 increasing awareness of data subjects in the digital market is still an open issue. An effort to address this challenge could be making data subjects aware of the monetary value of their personal data.
12
The traditional, passive approach to informational privacy has only protected data as per their personal/emotional (qualitative) value. In order to reduce information asymmetry in the big data era and to make individuals stronger players in this data-driven economy, what is necessary is to provide more and more information about the monetary (quantitative) value, i.e., the quantum of their personal data value. This may better indicate the power that individuals really have or can have. It has been shown that if individuals were shown the price of their personal data, their awareness about data processing implications would strongly increase. 13 In this paper we propose -de lege ferenda -to introduce a new right of data subjects to receive from data controllers (or an obligation for data controllers to provide to data subjects) information about the monetary value of their personal data. Firstly, it is analyzed how different types of business models trade personal data in the data-driven economy. These business models can be categorized according to their incentive structures (i.e., monetary and non-monetary) and types of use
